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Export Controls 
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technical data related thereto (“Technical Data”), obtained from Intergraph Corporation, its subsidiaries or distributors, is subject to 
the export control laws and regulations of the United States of America. Diversion contrary to U.S. law is prohibited. To the extent 
prohibited by United States or other applicable laws, Intergraph Corporation software products, customized software, Technical Data, 
and/or third-party software, or any derivatives thereof, obtained from Intergraph Corporation, its subsidiaries or distributors must not 
be exported or re-exported, directly or indirectly (including via remote access) under the following circumstances: 

c. To Cuba, Iran, North Korea, the Crimean region of Ukraine, or Syria, or any national of these countries or territories.
d. To any person or entity listed on any United States government denial list, including, but not limited to, the United States

Department of Commerce Denied Persons, Entities, and Unverified Lists, the United States Department of Treasury Specially
Designated Nationals List, and the United States Department of State Debarred List
(https://build.export.gov/main/ecr/eg_main_023148).

e. To any entity when Customer knows, or has reason to know, the end use of the software product, customized software,
Technical Data and/or third-party software obtained from Intergraph Corporation, its subsidiaries or distributors is related to the
design, development, production, or use of missiles, chemical, biological, or nuclear weapons, or other un-safeguarded or
sensitive nuclear uses.

f. To any entity when Customer knows, or has reason to know, that an illegal reshipment will take place.

Any questions regarding export/re-export of relevant Intergraph Corporation software product, customized software, Technical Data 
and/or third-party software obtained from Intergraph Corporation, its subsidiaries or distributors, should be addressed to PPM’s 
Export Compliance Department, 305 Intergraph Way, Madison, Alabama 35758 USA or at exportcompliance@intergraph.com. 
Customer shall hold harmless and indemnify PPM and Hexagon Group Company for any causes of action, claims, costs, expenses 
and/or damages resulting to PPM or Hexagon Group Company from a breach by Customer. 

Trademarks 
Intergraph®, the Intergraph logo®, Intergraph Smart®, SmartPlant®, SmartMarine, SmartSketch®, SmartPlant Cloud®, PDS®, 
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CADWorx®, CADWorx DraftPro®, GTSTRUDL®, and CAESAR II® are trademarks or registered trademarks of Intergraph Corporation 
or its affiliates, parents, subsidiaries. Hexagon and the Hexagon logo are registered trademarks of Hexagon AB or its subsidiaries. 
Microsoft and Windows are registered trademarks of Microsoft Corporation. MicroStation is a registered trademark of Bentley 
Systems, Inc. Other brands and product names are trademarks of their respective owners.  
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This brief provides conceptual information on the HxGN EAM Digital Work mobile application. It includes general 
information about the features in this edition. This brief is intended to supplement the documentation of this feature. It 
is not comprehensive and may not include all details about this functionality. 

Intended audience 
This brief is intended for anyone using the Digital Work application, available in iOS and Android 
platforms, on their mobile devices. 



 

Overview 

The Digital Work app follows the same business rules as base EAM, with a few exceptions to suit its mobile 
layout, with features like: 

• Real time updates made on Digital Work are immediately visible in base EAM and vice versa. 
Digital Work only supports connected mode currently, so a network connection is always 
required. 

• Screen Designer functionality and Menus structure updates, using screens and tabs in base 
EAM to change attributes/layout in Digital Work. 

• Supporting multiple users. 

• Allowing easy access to favorite screens. 

• Jumping to a screen using the search functionality. 

• Enable logging for troubleshooting. 

• Biometrics login – if configured and supported on the device. 

• Supporting QR code and scanning, for initial setup and populating data and much more. 

Basic setup & navigation in Digital Work 

Getting started in the app 

Signing in 
After installing the app, the user must configure their login credentials using Settings. Selecting this option 
opens the Settings form. 

The user can either manually key in the Tenant and Endpoint information, or Scan QR code, to populate 
this information. A QR code for the build, you are connecting to, can be generated in base EAM, using the 
“QR Codes Setup” screen. 

After entering all the credentials, the connection can be checked for accuracy, by pressing the Test 
Connection button. This checks the server connection and give errors, if any. 



 

If Enable Single Sign On, is ON, the user must have a valid value for the DYNSSOTN install 
parameter, on the base EAM build. The install parameters DXSOFATH and BRSOFATH will only be 
honored within the Hexagon Cloud.  

If Internal Authentication is ON, it will provide a mechanism similar to base EAM, wherein - even if 
the build is configured to support SSO using the SSO configuration screen, it provides an alternate 
authentication mode which allows for authentication to be handled by EAM. In base EAM, this is 
done by passing the authentication parameter in the URL of the login. This checkbox is the Digital 
Work equivalent of that.  

Note: When this checkbox is turned ON, The passwords will no longer be managed by the SSO 
provider but will be at the user level 

If Enable Biometric Login, is ON, the user can use biometrics login (Face or Touch – Depending on 
what is configured for the device and operating system). This is controlled at the user setup level using 
the ‘Enable Biometrics’ checkbox 

Note: Enable Single Sign On and Enable Biometric Login cannot be enabled at the same time. 
Choose one option. If you choose one and then attempt to enable the other option, the first option is 
disabled. 

The user can Clear Temporary Files in the application before logging in. This will clear the application’s 
temporary files.  

If the user forgets their password, they can reset it by pressing the ‘Forgot Password’ button (i.e., if the 
install parameter PASSRSET is set to YES, like base EAM). This will send an email to the email address 
configured for the user, where it can be reset. 

 

 

Support for MDM AppConfig 
 

Digital work supports MDM AppConfig with the following values:  

 

• Tenant (String)  
• End Point (String)  
• SSO (Boolean)  
• AppConfig – When using AppConfig, the user can specify the above 3 values as a valid JSON with Key:Pair 

value: 
o Example: appconfig: { "tenant": "<enter your tenant name>",  "endpoint": “<enter your endpoint name>”, 

 "sso": <true/false>} 



 

Navigating the app 

Menu options 
Once the user logs in to Digital Work, the start center will be shown, with the list of menu folders and 
options, accessed from the menus action item. The welcome message will differ, based on the login user’s 
credentials. 

The user can either be marked as: 

• Field Work user 

• Advanced Mobile user 

• Mobile Requestor user 

For more details on how to set up users, menu permissions and more, see Configuring user access to the 
app in base EAM section earlier in this document. 

The additional options displayed under these menu items: 

Settings 
• View/Enable Logs and troubleshoot issues 

• View Information such as build version/device name – using the About option 

• Enable Voice Actions – Allow easy navigation to screens using voice actions by using Go to 
<Screen/Report> or Open<Screen/Report> 

• Enable Scan on Insert/Edit  - Turning this check box ON, will enable a toolbar with scanning functionality, in the 
insert/edit mode. This feature will be available for ‘Text’ and ‘Number’ fields only.  

• Show Extras Toolbar when loading a screen  

• Switch Role: Ability to switch roles – if configured in base EAM 

Other standard menu options 
• Search: This is the equivalent of using the Jump to Screen feature in base EAM. Here, the user can 

type in the screen description, and the search auto fills with screen suggestions. 

• Favorites: Ability to make a screen/report as a favorite and access it via the Favorites screen. If 
only one Main Menu folder exists on the User Groups | Digital Work menus tab, without any Sub-
Menu folders within that, THEN the favorites option will not be available on the menus, since all the 
screens/reports are already easily accessible. The favorites will render like ‘Tiles’ (Just like the 
Digital Work Home screen). The system will default the icons as per the module/folder to which the 
screen/report belongs to (i.e., If the Work Orders screen belongs to the WORK folder, it will have 
the WORK icon delivered by default as an icon for favorite and for the Digital Work Home screen). 
However, the user may define an icon at the function level using the Digital Work App Icon 
dropdown on the 'Screens' screen in base EAM. If a value is specified for the Digital Work App Icon 
field on the Screens screen and this screen is in the logged-in user’s list of Favorites and/or part of 



 

the Digital Work Home screen, the function level icon will always be displayed instead of the default 
icon from the table above. 

• Start Center: This returns the user to the Start Center. 

• Logout: Logs the user out of Digital Work. 

 
 

Configured screens and tabs 
Digital Work supports most of the standard ‘screen patterns’ from base EAM like List View, Record View, List-Detail 
etc.…The navigation is similar to base EAM wherein the user is presented with the list view (if applicable) after 
selecting a screen, and the user picks a record from this list to access its tabs and other action items.   

List View 
List View is the first screen displayed when the user selects a screen in most cases, except for 
Reports which shows the Parameters page. 

 
 

Available options: 

• Dataspy Option  to select the Dataspies applicable for the logged in user. 

• Filter/Sort option  to filter/sort based on the dataspy selected. 

• Barcode icon   

• NFC Scanning Capability  

• Search option  to search/run the dataspy, based on the filter applied. The search done, 
is a ‘Contains’ search on the summary grid fields, if no filter is applied. 



 

 Adding a new record , go to the insert mode of the selected screen. 

Record View 
When selecting a record from the List View, the view switches to the Detail View that lists all the cards in 
the record view. The record view lists all the fields in various Cards, that the user can swipe through. 
Swiping till the end takes the user through all the cards in the record view. Additional tabs/cards can be 
added and closed as needed. 

Most record views also support these actions: 

 
• Add/Edit Comments: This navigates to the comments tab to add/edit comments 

• Add/Edit Documents: By selecting this option, the user can: 

o Take a Picture 

o Record a Video  
o Select from Image Library 

o Record Voice Memo 
o Select File 

o Multi-Document Upload  

o Navigate to the Documents tab 

• Edit Record 

• Copy Record 

• Delete Record 

• Print Record (This option will be available only if the base screen supports the ‘Print Record’ option on the 
toolbar and a report is associated at the screens level.)  

Note: The last three options can be found within the Action(s) Menu by pressing on the three dots. 
The screenshot shows the icons, in the order discussed above. 
 

  

Tabs 
Additional tabs which belong to the screen can be accessed by selecting the additional tabs options on the 
top right corner of the screen. Screen permission rules apply with tabs. For example, if the user is not 



 

configured to query for the tab, that tab is not displayed. If the user does not have insert/update/delete 
permissions, those options are not displayed as action items when selecting the tab. 

  
 

Tabs which have a List Details pattern like Work Order > Activities and Work Order > Parts have an icon to 
add new record on the card view itself. This opens the Add Activities form in the below case. 

 
 

 

 

 

 

 

 

Configuring user access to the app in base EAM 
Set the following for Digital Work users: 

 

On the User Setup screen, the user must be marked as a Field Work, Advanced Mobile or Mobile 
Requestor user on the Digital Work App drop-down, based on the user’s CDKEY. The user can also 
specify the first screen to load, when logged in, using the Digital Work App First Screen field. Depending 
on the ‘Digital Work App’ value selected, the User Group lookup will show corresponding user groups for 
the Digital Work App. The User ID, Description, and Default Organization for this user, which is displayed 
on top of the menus in Digital Work, is also set up on the User Setup screen. If a profile picture of the user 
is uploaded here, it will be displayed alongside the user credentials.  

Note: The Digital Work App drop-down is used to control the user’s log in access to Field Work, Advanced 
Mobile, or Mobile Requestor apps. These are variations of the Digital Work product. This field does not 



 

interact with other check boxes (HxGN EAM products) like HxGN EAM, Mobile, and Requestor. A user can 
be marked as both Mobile and Mobile Requestor on the Digital Work App field, or a user can have the 
HxGN EAM check box cleared but still have access to Advanced Mobile on the Digital Work App field. 

On the User Groups screen, the same Digital Work App drop-down will determine the list of screens 
available for a user marked as Field Work, Advanced Mobile, or Mobile Requestor. 

Based on the value specified here, the Digital Work Menus tab will show screens accordingly. The ‘R5’ 
user group comes preloaded with ‘Field Work’ screens (default menu structure), since its Digital Work App 
drop-down value is NULL (i.e., if no value is specified in this drop-down for the User Group, the Digital 
Work Menus tab will show ‘Field Work’ screens). For the list of screens available for Field Work, Advanced 
Mobile or Mobile Requestor, see the HxGN EAM Digital Work List of Screens brief.  

Note: It is highly recommended to copy the R5 menus layout to save time in setting up the menu structure.  

The Digital Work Menus tab of User Groups can be used to build the menu structure to add or remove 
screens, change labels, etc. This tab is like the existing menus tab for user groups screen, used to 
configure menu structure in base EAM. 

a. If a Menu is created on this tab, without any screens added to it, that menu will not be 
displayed in Digital Work. The menu must have at least one screen, to be displayed. 

b. If only one Main Menu folder exists on this tab WITHOUT any Sub-Menu folders within that, 
the screens/reports will be displayed on the menus (i.e., the folder will not be displayed). This 
is for easy access to screens/reports as soon as the user touches the menu action item. 

 

c. When a screen(s) is added or removed or hidden on this tab, the user must ensure the 
screen(s) is added or removed or hidden on the Menus tab of User groups screen to 
control Permissions. This is because the Screen Permissions tab is based on the 
menus tab structure and is shared between Digital Work and base EAM. 

 

d. Using the Default tab order pop-up action item, the user can control the order of 
tabs/cards that are rendered when a user touches a record in the Digital Work list view. 
To enable this functionality, the value of install parameter DWDEFTAB must be set to 
ON.  

 

The Digital Work Home Setup screen and Digital Work Home tab of User Groups can be used to 
configure an alternative landing page wherein the screens are rendered as ‘Tiles’, in lieu of the standard 
menu options and folders. This tile-based screen (which is available in Digital work ONLY) is called the 
‘Digital Work Home’ screen.  

For the digital work home screen to render the screens are ‘Tiles’ in proper sequence, the following steps 
must be taken:  

On the Digital Work Home Setup screen specify the:  

o Digital Work Home Code and Description: The Description given here will be displayed below the tiles.  

o Screen: Specify the screen/report to which the tile will hyperlink to and run the Dataspy and/or filter if 
specified. The ‘Icon’ for these tiles can be set at the screen level, by using the Digital Work App Icon 
dropdown on the Screen screen. If no icon is specified at the screen level, the system will display the default 
icon based on module/folder to which the screen belongs to (i.e. as per the Digital Work Menus tab of User 
Groups) 



 

o Insert Mode: Checking this check box will open the screen in Insert Mode (An indicator will be available on 
the tile, specifying this). 

o SQL Statement: This will show a ‘Count’ on the tile, based on the Query selected. The tile will show the 
‘Count’ based on the SQL statement. The Query created, must have the Digital Work Home check box 
checked on the Queries screen.  

 

On the Digital Work Home tab of User Groups, specify the sequence in which the Digital Work Home 
records will be rendered, i.e. the order of the tiles. If no digital work home records are added to this tab for 
the user group, the system will display the standard menus options and folders. 

Note: It is highly recommended to ‘Copy From’  the R5 user group (or any other user group with the 
system delivered folders on the digital work menus tab) before creating the user group to which the digital 
work home records will be added. The reason being: (As specified previously above): If no icon is 
specified at the screen level, the system will display the default icon based on module/folder to which the 
screen belongs (i.e. as per the Digital Work Menus tab of User Groups). The user can always choose to 
over-ride these icons at the screen level at a later stage.  

 
Dataspies for Digital work 

This screen can be used to allow configurations to be pushed to ‘Digital work only’ screens. This screen can be used 
to configure Dataspies for the Map View, Work Order Schedule and Hours Worked screen, using lookups of the 
same name on this screen. For the work order schedule and hours worked screens, since digital work does not have 
a traditional ‘dataspy’ for these 2 screens on the list grid, the user can only push the following ‘default’ dataspy 
settings from the server:  

• Filter  
• Sort  
• Layout (Only for Hours Worked)  
• Group Dataspy Configuration 
• Advanced Query  

 

 
 

 
 

 

Screen Designer:  
Screens (including User Defined screens and tabs) in Digital Work can be screen designed by using the 
special Screen Designer for Digital Work screen in base EAM. This screen is not available in the default 
menu and must be added to the user group. This screen lets the user select the screen and tab combination 
to load the list of applicable fields. 

Once the layout is loaded, the user can: 

• Save to Multiple groups at the same time 

• Drag fields/section headers up or down, to move positions 

• Change field attributes 

• Set default values for fields  



 

• Show or Hide section headers 

• Specify whether the section header is part of a new card or not (the location of section 
headers cannot be moved within this box) 

  
 
 
 

Digital work ‘only’ screens  
Along with supporting multiple screens from base EAM, several custom screens built exclusively for digital work also 
exist within the application, to enhance the mobile experience. The Digital Work ‘only’ screens are:   

Hours Worked 
This screen can be used to view the hours booked/worked against the employee associated to the logged in user. 
The labor records on this screen are booked, either by using the start/stop timer on the Activities tab of the work 
order or if a user manually adds labor records on the Book Labor tab of the work order. 

Issue Transaction 
The Issue Transaction screen is used to quickly issue parts to a work order without having to go to the Issue-Returns 
parts screen. The stakeholders of this screen are Storeroom manager, Administrative assistant, technicians, and field 
work/advanced mobile users. 
 
For more information, refer to the HxGN EAM Digital Work for Transactions brief. 



 

Optimized WO Sequence 
The primary use of this screen is to show a maintenance user where their work orders are located geographically on 
a map; and the sequential order in which they should be started/completed. On the Optimized WO Sequence screen 
in Digital Work, users are able to: 

 View their location on the map relative to their WOs. 

 Get driving directions to their WOs. 

 Capture/record travel time to WOs. 

 Hyperlink to each WO displayed on the map to see the details and perform/document the work, then return to 
the map for their next sequential WO. 

For more information, refer to the HxGN Optimized WO Sequence brief. 

Map View 
The Map View screen in Digital Work provides users with the ability to view and interact with work order and 
equipment features on a map-based interface within the mobile application. Users can view the location of existing 
work orders in relation to other work orders, and in relation to the user’s location; and can interactively access details 
about work orders, equipment, additional GIS features and nonconformities. The Map View screen also provides the 
ability to enter closing details for work orders and to complete work order records. Users can create new map 
features and related EAM equipment that is then synchronized to the HxGN EAM base application; or, can make 
edits to existing feature geometry and GIS attribute-data. 
 
For more information, refer to the HxGN EAM GIS brief.  

 

 

 

 

Work Order Schedule 
This screen can be used to view the scheduled labor records against the employee associated to the logged in user 
on a calendar, schedule or map-based view  

Calendar View 

 The user can view a list of schedule labor record(s) for the employee associated to the logged in user, sorted 
by Start Time in ascending order 

 If the labor record has a Scheduled Start Time, the Start Time will be displayed next to labor record in the 
time column 



 

Schedule View 

 The user can view a list of scheduled labor record(s) for the employee associated to the logged in user, 
sorted by Work Order – Activity in ascending order 

 

For either the Calendar or the Schedule Views: 

 Current Date and Total hours are displayed on the top of this list. 

 The user can move forward or backward to a specific date, using the date selector fields on the top. 

 Touching anywhere on the record will take the user to the Work Order screen displaying the activity card for 
the work order. Touching the hyperlink icon will hyperlink to the work order screen’s list view and populate the 
work order number on the dataspy to query for that record.  

 The user can optionally configure color icons to be displayed as per the AAST entity on the system codes 
screen. When a color has been set for an Activity Assignment Status, the system will display an indicator 
(shaded bar in the color and highlight the scheduled labor record - set for the activity assignment status 
record) and show the description of the activity assignment status in the list. The system will also highlight the 
activity assignment status field using the same color. 

Map View 
This map component is available by default for all users with access to the work order schedule screen.  
For the map to accurately display the records as pins, the following must be configured in base EAM: 

• Install Parameters:  
o GMAPIKEY – Specify a valid value for the Google Map API key.  
o GEOCODE – This install parameter will determine if the address specified on the Addresses tab of 

Work Order and Equipment can be geocoded into Latitude and Longitude fields. Set to ON to enable 
the geocoding feature. Set to OFF to disable this feature.  
Note: There will be potential cost implications per API call to geocode the address, so please 
configure as per business needs. 

• Geocode URL – This is configured as part of the deployment process. 

• Addresses tab of work order and equipment -  2 protected fields exist on the addresses tab of work order and 
equipment. The Latitude and Longitude fields are either populated automatically (if GEOCODE = ON) when 
adding/editing an address (or) can be manually populated using the Geocode Address link button on these 
tabs.  

• Geocode Address link button on the work order screen -  On the record view of the work order screen, a 
geocode address link button exists. It is highly recommended to use this link for populating the pins on the 
map if multiple addresses exist. In the scenario where multiple addresses exist for the work order and/or 
header equipment, this link button will be used to populate the latitude and longitude fields based on a 
‘hierarchy.’ This geocoded value will be sent to digital work to render pins on the map. The hierarchy is as 
follows: 
The system attempts to populate the Latitude and Longitude fields on the Addresses tab for the selected 
Work Order. The addresses that will be updated is based on the Address Type, with the following priority:  

o If Latitude and Longitude can be found for the ‘Mail’ type address on this tab, the system updates the 
address record with these values.  



 

o If not, the system then tries to find the Latitude and Longitude for the ‘Delivery’ type address. If this 
can be found, the system updates the address record with these values.  

o  If not, the system then tries to find the Latitude and Longitude for the ‘Invoice’ type address. If this 
can be found, the system updates the address record with these values.  

If Latitude and Longitude could not be found for any addresses on the selected Work Order, the system 
attempts to populate these values on the Addresses tab for the Work Order Header Equipment. 

o Addresses on this tab are updated with the same priority as described above for the Work Order.  
If Latitude and Longitude could not be found for any address on the selected Work Order Header Equipment, 
the system attempts to populate these values on the Addresses tab for the Location of the Work Order 
Header Equipment if a location is associated.  

o Addresses on this tab are updated with the same priority as described above for the Work Order 

Once all the data has been set up in base EAM, the system will display the scheduled labor records as pins on 
the map, based on the geocoded values sent from base EAM. The map features are:  

• View current date and total hours scheduled. The user can move forward or backward in date, and the 
pins will refresh to show respective data. User can also manually refresh map data using a refresh icon.  

• View the current location of the device indicated by a blue dot, along with a map extent zoomed slightly 
larger than is necessary to show all pins and the current location.  

• An indicator to let user know that the number of scheduled labor records on the grid does not match the 
number of pins on the map.  

• The pin callout will have options to go to the work order or activity & show directions from the device’s 
current location using the device’s default maps.  

  



 

Additional Features and Settings (sorted alphabetically) 

Accessing the application via Deep Link  
Alternatively, the application can be accessed via deep link in the following format:  

 
iOS 
com.hxgn.eam.dux://open?sr=<User function>&name=<Name of field>&value=<value of the field>&ds=<Dataspy ID> 

 
Android 
http://dux.eam.hxgn.com/open?sr=<User function>&name=<Name of field>&value=<value of the 
field>&ds=<Dataspy ID> 

 
 The following ‘parameters’ mentioned above are:  
 

1.  sr – User function (screen code) to open – This must always be in Uppercase 
2.  name - The name of the field you are searching – This must always be in Lowercase  
3.  value - The value you are searching for the field name. 
4.  ds – Dataspy ID  

 

The parameters are fully optional/customizable, which means that specifying <com.hxgn.eam.dux://open> (in 
iOS) will simply open the application.  

Bulletins 
The behavior is the same for digital work for all settings of the install parameter BULLOGIN. When this install 
parameter is set to any value other than OFF, this indicates that the bulletin functionality has been turned on in base 
EAM. In this scenario, digital work will: 

Show the bulletin notification icon on the top of the main menus list 

Show an indicator (red dot) on the menus if there are any bulletins to be acknowledged 

The count will not update automatically on a timed basis like base EAM and will update only during login. This design 
decision was made to avoid server overload, while also accounting for other background processes which might slow 
the app down. 

Changes in base when the user is logged in 
If the following changes are made in base EAM, while the user is logged into the app, the user must log out of the app 
and log back in, to view these changes: 

• Install parameter changes 



 

• Screen/reports added or removed from the menus 

Color Icon and Icon Image 
Color icons and Icon Images will be supported on the list and record view, based on the setup done on the 
system codes and classes screen. The following entities will have Color Icon / Icon Image show up in the list and 
record view: In the record view, it will appear at the field level (card view – view mode): 

 
  System Codes Screen: 

• EVST (Status) - Work Order status– On the Work Order screen 

• JBPR (Code) - WO Priority Code – On the Work Order screen 

• PWRS (Code) - Risk – On the Permit to Work screen  

• WLST (Status) -Workflow Event Step Status – On the ‘Approval Steps’ of the Workflow Approval screen  

 
Classes Screen: 

• OBJ (Equipment) – On the Assets/Systems/Positions screen 

• PART (Part) – On the parts screen 

 

The color icons will be searchable by ‘name’ on the list view summary grid. When an icon path is specified for any of 
these above, it will NOT be honored in Digital Work i.e., it will treat it like NULL value is specified on the Icon field.  

Custom screens with URL path 
When a custom screen is created on the screens screen in base EAM with an URL path, Digital work will open this 
screen within the app in a “Web View”, If the ‘Open URL in New Window’ is unchecked on the Screens screen in base 
EAM. The user can access the main menus to go to another screen from here (OR)  

Open this screen in a new window using the device’s default browser, If the ‘Open URL in New Window’ is checked on 
the Screens screen in base EAM. The user can always go back to ‘Digital Work’ from this browser window. This 
custom screen can be configured to open either as a: 

• Screen on the menu  

• Hyperlink at the field level (The ‘Open URL in New Window checkbox’ will be ignored at this level, just like 
base, and the screen will open in a ‘Web View’ at all times)  

• Inbox hyperlink  
Note: Clone screens created on the Screens Screen are also supported  



 

Custom Tabs with URL 
When a custom tab is added on the Screens screen in base EAM with an URL specified (i.e., Tab type = HTML), 
opening this tab will pass the value of the URL in the device’s default web browser and load the web page. The user 
can always close the browser and return to the app anytime. 

Dataspy 
The fields displayed on the list view dataspy are always the “Mixed” view fields (Split View Display = “Mixed”), as 
set on the screens screen, i.e. the ‘Code’ field followed by ‘Description’ will always display as the first 2 fields in 
the summary grid, along with 3 other fields, determined by the grid field order set in base EAM. So, a total of 5 
fields will be displayed in the list view summary grid. Note: Just like base EAM the Date and Date/Time fields will 
just be displayed in the list view, and will be non-searchable 

Enable Scan on Insert/Edit 
Turning this checkbox ON at the settings level, will enable a toolbar in the insert/edit mode available for ‘Text’ 
(Including ‘Text areas with labels’) and Number fields only. This toolbar will have the barcode & NFC icon and will 
show the highlighted field’s label. The user can touch the barcode icon to access the device’s camera, to input 
data into this text/number field (or) use the NFC icon for data entry. In either of these scenarios, after the user 
scans the value into the field, the focus will be lost. The user must manually touch this field to make any 
corrections if needed. The contents of the field can be cleared using the ‘X’ button. This checkbox will be turned 
OFF by default. 

Enable Voice Actions 
Turning on this checkbox at the settings level will have a microphone icon appear on the top of the screens (list 
views), reports, and Start Center. If this is the first time, the user is enabling this feature, the device will ask the 
user’s permission before enabling this feature. Once enabled, this voice actions feature can be used to navigate 
to screens/reports using one of the 2 commands only: 

• Go to <Screen/Report> 

• Open <Screen/Report> 

 

eSignature support 
Digital work supports the eSignature popup and honors the setting of install parameters ESGATHSL and JWTEXPRY 
when SSO is enabled. For eSignature to authenticate via SSO by employing SAML methodology, the following install 
parameters must be set to:  

LGNEAM = EXTERN  

ESGATHSL = YES 



 

JWTEXPRY -  The value for the lifespan of the JSON web token. The maximum value will be 1800 seconds. If the 
value of this parameter is invalid or less than the system configured default value (from the YML configuration), the 
default value will be utilized. 

DXESNRPC = NO 

External device connection 
The system will not restart the app when a keyboard is connected – i.e., when the OS detects a ‘keyboard is 
connected’ event.  

HTML comments 
Comments which are entered in base EAM, with the HTML editor turned on (i.e., HTMLCOMM = ON), will be displayed 
in digital work as read only anywhere comments are supported. The user can only view/delete the comment and close 
the popup. Embedded videos within the comment’s popup will play inside the popup. If an external link is opened, like a 
video or a web page, it will render within these comments popup/tab. All ‘Hyperlink – Source Type/s are supported. 

Hyperlinks 
Hyperlinks configured from base EAM are supported, as long as the ‘Destination Screen Mode’ is not ‘Insert’. The 
destination screen will always open in ‘Query’ mode. In the application, only one level of hyperlinking is allowed.  

Inline comments 
The Comments text box (HTML editor) will be hidden for tabs, which have inline comments - example: Parts | Suppliers 
– Comments (HTML Editor). The reason for doing this is because, a mechanism for supporting rich text comments for 
inline comment editor, has not been developed. The user can still enter comments using the ‘Add/Edit Comments’ 

Locale Settings 
Date and Number fields on detail screens will always be displayed in the EAM locale coming back from the server.  

Login Page  
Digital work supports LGNLOGO and APPNAME install parameters which allows the user to customize the image and 
the application name displayed on the login form. The user must log in to the application first, for these install 
parameters to take effect from the server. In the scenario where the server settings are changed or cleared on the login 
form, the LGNLOGO and APPNAME will be reset to the default for the app. 

 



 

Language Settings 
The device’s language is set on digital work when the user logs in (i.e. after fresh install/update of the app). The 
‘Login’ and ‘Settings’ form labels will be presented in the language set on the device. English will be set, if the 
device language is not one of the supported languages in EAM  
For iOS, language is set separate from locale (called as ‘Region’ in settings)  

For Android, locale and language settings are the same i.e. locale determined by the selected language.  

After logging in, the EAM locale (server) language will ALWAYS be used in all places, including the login and settings 
form 

Multi Factor Authentication (MFA) 
Third party multi factor authentication is supported when entered on an external website. The MULTIFAC install 
parameter is not supported – i.e., the install parameter which is set in base EAM. Note: We are yet to do 
comprehensive tests for Hexagon cloud SSO configured build + MFA supported via Hexagon. MFA support is available 
for Infor/Hexagon cloud SSO configured build + MFA supported via Mingle (Infor)  

NFC scanning capability 
NFC scanning will be available in devices that support NFC scanning (i.e., an NFC chip-enabled device). This NFC 
icon will be available on the Extras toolbar next to the barcode icon and the filter/sort option. 

These steps must be taken to ensure a seamless user experience when scanning an NFC tag using Digital Work: 

The device is within scanning vicinity of the tag. 

The tag is configured as per NDEF protocols. If no data exists on the tag, the system will return the tag ID in the search 
bar upon scanning. 

If NDEF data exits on the tag, then: 

The data must be of type STRING or flat JSON. If the data configured on the tag is of either of these types, 2 install 
parameters have been created in base EAM to enhance and customize the data being read: 

DWNFCTYP: This install parameter determines the allowed data format while performing an NFC scan. Valid values 
are STRING and JSON. If this install parameter is invalid/NULL, it will behave as if it is set to STRING. If set to 
STRING, it will populate the data on the tag as is, on the dataspy search bar. 

If set to JSON – then the system will honor the install parameter DWNFCKEY 

DWNFCKEY: This install parameter determines the value to be used as the key when populating data after performing 
an NFC scan in Digital Work. When using JSON format for an NFC tag and a key/value pair like "AssetID": 32132, 
“Zip” : 29607 exists, specifying a value of AssetID in this install parameter indicates that the system will populate 32132 
in the dataspy search bar. If this install parameter is invalid/NULL, the system will not yield any results on the scan. 

Profile Picture 
The ability to add, edit or clear profile picture exists for select screens across the system. When the user opens the 
profile picture popup by touching the thumbnail in detail mode for either the Equipment or Parts screen : 



 

If a profile picture exists, the user can double tap on an existing profile picture photo to ‘Fit’ (Resize the image to fit 
within the specified frame maintaining its original aspect ratio) or ‘Fill’ (Fill the entire space of the window without 
maintaining its original aspect ratio). Alternatively, the user can also ‘Pinch and zoom’ to enlarge the profile picture. 

If none exists (or) if the existing one needs an update, the user can ‘Add/Edit’ a new profile picture by either Taking a 
Picture with the device’s camera (or) Selecting from the Image Library / Files. User can also ‘Clear/Remove’ the 
association of the profile picture to the entity record if desired. 

If opened from any other screen which supports the profile picture functionality: 

User cannot update or clear existing profile picture 

If one exists, the user can double tap (or) ‘Pinch and zoom’ 

Push notification drilldown 
Support exists to drilldown to a specific screen-record when a push notification is received on the mobile device. If the 
notification is triggered from the Approval Steps for Approval Workflow Setup tab, the system will open the Workflow 
Approval screen (BSWFEV) and query for the workflow record (which triggered this change) on the workflow approval 
list view. 

If the notification is triggered from any screen as part of the r5mailurlmapping table on the Email Notification Setup 
screen, the system will open the ‘Screen’ as part of the push notification, and query for the key field (which triggered 
this change) on the list view. 

For all other scenarios, the system will open the app, in its most recent state. 

For ALL push notifications received: 

Standard permission rules apply for opening any screen. 

If the user is logged out, the system will open the login page first and will then attempt to open the screen as part of the 
push notification. 

In the scenario where only 1 record is returned on the screen’s list view after the query, the system will open the detail 
mode of the record. When the user touches the back button, it will go back to the list view. 

Server time offset 
Server time offset will be honored as set in base EAM. If the date/time field is cleared the system will default the current 
system date/time without server offset. 

 

Standard Reports 
The HxGN EAM checkbox is needed to run the advanced reports - (this is because a consumer or author license 
cannot be checked until HxGN EAM is checked). The report extension must be configured as .xml & output format is 
PDF for the app to print the report accurately. Custom reports configured via the HxGN Advanced Reports author are 
supported as long as they are NOT of type ‘Report View’.  



 

Support for Drillback URL 
When the user receives an email with a Drill Back URL, the system will check the value of the install parameter 
DWMAILOP to determine whether this URL will open the digital work application or the mobile device’s default 
browser. 

If DWMAILOP is set to ON, and the Drill Back URL is opened from the mobile device with digital work installed, the 
user will be given the option to be redirected to digital work. If chosen to be redirected, the system will open the 
‘Screen’ as part of the Drill Back URL, and query for the ‘Key field’ (which triggered this change) on the list view. 

If DWMAILOP is set to OFF (or) if the screen to be opened does not exist in digital work, the Drill Back URL opens in 
the default browser. 

For ALL E-mails received for opening it in Digital Work: 

Standard permission rules apply for opening any screen. 

If the user is logged out, the system will open the login page first and will then attempt to open the screen as part of the 
drill back URL. 

In the scenario where only 1 record is returned on the screen’s list view after the query in digital work, the system will 
open the detail mode of the record. When the user touches the back button, it will go back to the list view. 

Swiping on the List view 
When the user swipes on a list view (not tabs which have lists) the following options will appear:  

• Edit – This will open the record in Edit mode 

• Copy/Delete Record – These 2 options will be available when the user touches the actions menu(3 dots)  

• Copy Record – This will open the record in edit mode with the fields copied from the parent record. This option 
will NOT be available for User Defined Screens  

• Delete Record – This will delete the record 

Tab Reports 
Tab reports are supported. When the user opens a tab report, the system will open the report parameters page with the 
option to fill in the report parameters before submitting the report.  

User Defined Grids (Grid Designer) 
User defined grids, setup either as a ‘Tab’ or ‘List View’ will be supported in Digital work. When hyperlink(s) are 
configured at the field level (Grid Designer | Fields tab) they will be available as hyperlinks. When no hyperlinks are 
configured, touching on a record on this list, will take the user to the ‘Details’ view. If one or more hyperlinks are 
configured, then touching on the ‘touch points will show the list of hyperlinks configured, along with the option to 
drilldown to the ‘Details’. The first field as per base dataspy layout, will have the hyperlink indicator (immaterial of 
whether this field has a hyperlink configured at the field level).  



 

User Defined Screens 
User defined screens created in base EAM either as a ‘Tab’ or a standalone screen is supported. This feature is not 
available for Mobile Requestor users. 

 

 

Appendix: Digital Work install parameters and 
organization options 
 

The following install parameters from base EAM are used to control the following items in Digital Work: 

 

DWDEFTAB 

Determines if tabs will render like cards, when scrolled on the record view of a screen in 
Digital Work. Set to ON to load the first 3 tabs set as per tab order, to render after 
scrolling through the record view cards. Set to OFF to just load the record view and its 
cards. 

DWFILE 
Set to YES to make the ‘Select File' option available within Digital Work. Set to NO to 
remove this option. 

DWIMGLIB 
Set to YES to make the ‘Select from Image Library' option available within Digital Work. 
Set to NO to remove this option. 

DWNFCKEY 
Determines the value to be used as the key when populating data after performing an 
NFC scan in Digital Work. 

DWNFCTYP 
Determines the allowed data format while performing an NFC scan in Digital Work. 
Example: STRING, JSON. 

DWOLINK 

Enables deep linking functions between mobile applications; including navigation links 
and prompts the user to switch to EAM Mobile Offline from Digital work when the device 
has lost connectivity. Valid values are ON and OFF. 

DWPCMASK 

Determines if the Digital Work user has to wait for the photo upload to be successful 
when using the Quick Document Upload - Take a Picture option on the record view. Set 
to ON to turn on the masking mechanism which will wait for the photo upload to be 
successful. Set to OFF to turn off this masking mechanism. 

DWPICMAX 
Determines the maximum number of concurrent photo uploads possible when using the 
Quick Document Upload - Take a Picture option on the record view in Digital Work. 

DWPICT 
Set to YES to make the ‘Take a Picture' option available within Digital Work. Set to NO 
to remove this option. 

DWROPEN 
Determines if the system will open the List or Detail view in Digital Work, after creating a 
new record. Set to ON to open the detail view. Set to OFF to open list view. 

DWVIDEO 
Set to YES to make the ‘Record a Video' option available within Digital Work. Set to NO 
to remove this option. 



 

DWVOICE 
Set to YES to make the ‘Record Voice Memo' option available within Digital Work. Set 
to NO to remove this option. 

DWPICSIZ 

Determines the maximum file size in MB, for the photo to be uploaded when using the 
Quick Document Upload - Take a Picture or Select from Image Library option on the 
record view in Digital Work. 

DWCHKRUN 

Determines if Digital Work will automatically run the dataspy when the user saves the 
checklist items. Set to ON to run the dataspy when user touches the Save button on the 
checklists form. Set to OFF to just save the checklist items when the user touches the 
Save button. 

DXESNRPC 

This parameter determines if the E-Signature requests originating from the Digital Work 
app should be authenticated using the Resource Owner Password Credentials Grant 
(ROPC) flow of the OpenID Connect protocol. 

DWBOOKLB 

Determines if the book labor record can be edited before submitting the hours worked, 
when the user touches the Stop button on the activities card in Digital Work. Set to YES 
to open the book labor edit mode to make corrections to the record before submitting it. 
Set to NO to automatically book the labor record when the user touches the stop button 
on the activities card. 

DWPCSAVE 

Determines if the Digital Work user will have their photos automatically saved in the 
default image library when using the Take a Picture option. Set to ON to automatically 
save the photo. Set to OFF to not save the photo. 

DWPCMETA 

Determines if photo and video metadata will be saved when the Digital Work user 
uploads a Photo or Video using the Take a Picture or Take a Video options 
respectively. Set to ON to save the meta data information as part of the file. Set to OFF 
to not save the meta data information as part of the file. 

DWDOCUDS 

Determines if the Digital Work user can enter the document description when using the 
Quick Document Upload option on the record view. Set to ON to allow entering the 
document description before upload to the documents tab. Set to OFF to perform the 
quick document upload without entering the document description. 

MOBLCREG 

Specify the way Mobile App registers device license. When the value is NO, the App 
will be registered as Out of Service by default. Otherwise, the App will be registered as 
valid when there are available Mobile licenses. (Note: This applies to field work users 
only, since it uses a device license).  

GLOBPART 

Determines if global search is enabled inside the Parts lookup when using barcode 
scanning or quick filter, on the Parts tab of Work Order for Digital Work. If set to 'YES' , 
then scanning the bar code/quick filter will do a global search. Leave blank to use the 
default PART search inside the parts lookup. 

GPSLSDMF 

Enable Location Based Services Data Recording.  The  location will be tracked locally 
as the device moves; however, the latest location will not be sent to the server any 
more frequently than value specified in this parameter.  Valid values are 0 and positive 
integers >= 5.  Set to 0 to disable distance-based location recording.  Set to a positive 
integer >= 5 to enable distance-based location recording and establish the maximum 
frequency, in minutes, for which the latest location is sent to the server.  This parameter 
applies to the Digital Work app only.  If distance-based and time-based location 
recording are both enabled, Digital Work will only use distance-based location 
recording. 

QUICKLOV 

Determines whether the quick filter inside a lookup will default to show the first field in 
the grid in Digital Work. Set to YES to default the quick filter as the first field in the grid, 
as set in the dataspy layout in base EAM. Set to NO to make the quick filter default to 
‘Code' or Primary key of that lookup. 



 

GEOCODE 

Determines if the address specified on the Addresses tab of Work Order and Equipment 
can be geocoded into Latitude and Longitude fields. Set to ON to enable the geocoding 
feature. Set to OFF to disable this feature. This install parameter is used to geocode the 
location of the equipment or work order on the work order schedule screen. NOTE: 
There will be potential cost implications per API call to geocode the address, so please 
configure as per business needs. 

GMAPIKEY Enter the Google Map API Key to enable map display 

 

The following install parameters are applicable for both offline and digital work:  

 

MOBSCNCP  Set to NO to prevent screen capturing from within EAM mobile applications. Set to YES 
to enable screen capturing within EAM mobile applications. 

MOBCCPS Set to NO to prevent Copy and Paste with EAM mobile applications. Set to YES to allow 
Copy and Paste within EAM mobile applications. 

MOBSHARE Set to NO to prevent sharing and printing from within the EAM Mobile applications. Set to 
YES to allow sharing and printing from within EAM mobile applications. 

MOBRQPAS  Set to YES to require a password upon returning if the user leaves the EAM mobile 
application. Set to NO to not require a password when returning to the application. 

PROOFDEF  Specify which report will be triggered when a user executes Proof of Delivery from the 
Mobile Offline or Digital Work. If blank, the system will use the default report, WZDELP. 
Note: If blank, the system will use the default report, WZDELP. The signature collected 
will always be placed at the bottom of the report. Additionally, the Proof of Delivery report 
has a single required parameter, the work order number. Any report entered should meet 
this criteria. 

QUICKLOV 

Determines whether the quick filter inside a lookup will default to show the first field in the 
grid in Digital Work. Set to YES to default the quick filter as the first field in the grid, as 
set in the dataspy layout in base EAM. Set to NO to make the quick filter default to 
‘Code' or Primary key of that lookup. 

 

 

 

 

Organization Option:  

PTWSIGN 

Determines if the Signature field will be available, for capturing a physical signature in the 
Contractor Sign Off popup for Permit to Work in the Digital Work mobile application. If set 
to YES, then show the Signature field inside popup. If NO then this field will not be shown. 

 


	HxGN EAM Digital Work
	Contents
	Intended audience
	Overview

	Basic setup & navigation in Digital Work
	Getting started in the app
	Signing in
	Support for MDM AppConfig

	Navigating the app
	Menu options
	Settings
	Other standard menu options
	Configured screens and tabs
	List View
	Record View
	Tabs


	Configuring user access to the app in base EAM

	Digital work ‘only’ screens
	Hours Worked
	Issue Transaction
	Optimized WO Sequence
	Map View
	Work Order Schedule
	Calendar View
	Schedule View
	Map View


	Additional Features and Settings (sorted alphabetically)
	Accessing the application via Deep Link
	Bulletins
	Changes in base when the user is logged in
	Color Icon and Icon Image
	Custom screens with URL path
	Custom Tabs with URL
	Dataspy
	Enable Scan on Insert/Edit
	Enable Voice Actions
	eSignature support
	External device connection
	HTML comments
	Hyperlinks
	Inline comments
	Locale Settings
	Login Page
	Language Settings
	Multi Factor Authentication (MFA)
	NFC scanning capability
	Profile Picture
	Push notification drilldown
	Server time offset
	Standard Reports
	Support for Drillback URL
	Swiping on the List view
	Tab Reports
	User Defined Grids (Grid Designer)
	User Defined Screens

	Appendix: Digital Work install parameters and organization options




